IN THE CLAIMS 



(Currently Amended) An active sampling A method of measuring network 
performance comprising: 

genermng one or more p e rformanc e probe data packets for tran s mission over th e 
network, e ach p e rformanc e prob e data pack e t b e ing d e dicat e d to n e twork p e rformanc e 
m e asur e m e nt, e ach prob e data pack e t containing on e or mor e defined timing and s e qu e ncing 
param e t e rs includinte that each include a send time of day , r e c e iv e tim e of day, s e nd 
sequ e nc e numb e r anoSr e ceiv e s e qu e nc e numb e r ; 

transmitting theVne or more performance probe data packets ov e r th e n e twork to a 
respondent address in accWdanco with a predefined protocol to which softwar e r e siding at th e 
r e spondent addr e ss is progrVnm e d to r e spond in a pr e d e fin e d way; and ; 

receiving performanceLprobe packets back from the respondent address that include a 
receive time of day indicating ^hen the probe packets were received at the respondent 
address; and 

analyzing a r es pons e from t^e softwar e r e sid e nt at th e r e spond e nt addr e ss in 
accordanc e with th e pr e d e fin e d protocol with respect to the one or mor e d e fined timing and 
s e qu e ncing param e t e rs to m e asur e the p e rformanc e of measuring the network performance by 
comparing the send time of day with the receive time of day in the received probe packets . 

2, (Currently Amended) The method of claim 1 , wh e r e in said generating, 
transmitting and analyzing steps ar e perform e d\by d e dicat e d p e rformanc e assuranc e softwar e 
r e siding at a giv e n n o tw^ork nod e and wherein th e i softwar e r es iding at th e r es pond e nt addr e ss 
modifi e s on e or mor e of th e d e fin e d timing and sequencing parameters within each receiv e d 
p e rformanc e prob e data pack e t in accordanc e with th e pr e d e fin e d protocol and th e n echo e s 
the received and modified performance prob e data paqcet back to th e d e dicat e d p e rformanc e 
assuranc e softwar e including: 

receiving a delta time stamp representing an amouht of time required by a network 

processing device associated with the respondent address toXecho back the probe packets: and 

measuring the network performance according to the agnd time of day, receive time of 

day and the delta time stamp . 

3. (Currently Amended) The method of claim 2, wheltein the modifying of each 
r e c e iv e d p e rformanc e prob e data pack e t in accordance with the proofefm e d protocol and th e 
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echoing of th e rec e iv e d and modifi e d p e rformanc e prob e data packet aro perform e d by 
d e dicat e d p e rformanc e as s uranc e softwar e r e siding at th e respond e nt addr e ss 1 including: 

\ calculating a first difference between the send time of day and the receive time of day 
for a first one of the probe packets: 

calculating a second difference between the send time of day and the receive time of 

day for a second one of the probe packets; and 

calculating the difference between the first and second calculated differences as an 

inter-packet iitteV performance measure of the network . 

4, (Curremly Amended) A method of monitoring performance of an Internet 
protocol (DP) network, tnt method comprising: 

g e n e rating receivmg a timing probe data packet to b e s e nt over th e n e twork, th e 
timing prob e data packet containing at l e ast a send time of day (TOD) stamp for a sender of 
the timing probe data packet;\ 

s e nding th e timing prob^data pack e t over th e network from th e send e r to a r e c e iv e r; 
and analyzing the timing probe data packet contents including at least the send TOD stamp as 
a p e rformanc e m e asur e of th e netwVk calculating a receive (TOD) stamp corresponding to 
when the probe packet was received ; \ 

writing the receive (TOD) stamps into the probe packet; and 

echoing the probe packet back tome sender to provide IP network performance 

analysis based upon the send TOD stamp ahd the receive TOD stamp . 

5 . (Currently Amended) Th e m e tliod of claim 1 which furth e r compris e s, 
betw ee n said s e nding and said analyzing, A method of monitoring performance of an Internet 
protocol (IP) network, the method comprising: \ 

generating a timing probe data packet to be sent over the network, the timing probe 

data packet containing at least a send time of day (TOD) stamp for a sender of the timing 
probe data packet; \ 

sending the timing probe data packet over the network fi-om the sender to a receiver; 

analyzing the timing probe data packet contents including at least the send TOD 

stamp as a performance measure of the network; \ 

at the receiver, writing data into the timing probe data pa^et, the written data 
including at least a receive TOD stamp, and \ 
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Echoing the timing probe data packet by the receiver thereof, wherein the sender of 
the timinV probe data packet performs said analyzing based upon the send TOD stamp and 
the receivey OD stamp. 

6. \Original) The method of claim 5 wherein said generating is performed in 
such manner tha\ the timing probe data packet further contains a send sequence stamp, 
wherein said writiW further includes a receive sequence stamp, and wherein said analyzing is 
based further upon me send sequence stamp and the receive sequence stamp. 

7. (Original) The method of claim 6 wherein said analyzing step includes first 
calculating the differenca between the send TOD stamp and the receive TOD stamp as a 
latency performance measure of the network. 

8. (Original) THb method of claim 7 wherein said generating, sending and 
analyzing are repeated for at l«ast two successive ones of such timing probe data packets, and 
wherein said analyzing step further includes first calculating the difference between the send 
TOD stamp and the receive TOD stamp for a first one of the successive ones of such timing 
probe data packets, second calculating the difference between the send TOD stamp and the 
receive TOD stamp for a second one of the successive ones of such timing probe data 
packets, and third calculating the difference between the first and second calculated 
differences as an inter-packet jitter performance measure of the network. 

9. (Original) The method oV claim 8 wherein said analyzing includes comparing 
the send sequence stamp and the receive sequence stamp as a packet loss performance 
measure of the network. \ 

10. (Original) The method of claim 9 wherein said writing includes writing into 
the timing probe data packet at the receiver datai further including a delta time stamp 
representing the amount of time the data packet resided at the receiver and wherein said first 
and said second calculating includes subtracting t^ contents of the delta time stamp from the 
calculated differences. \ 

packet transmission timing 
L the apparatus comprising: 



1 1 . (Original) Apparatus for measuring dat 
characteristics through an Internet protocol (IP) networli 
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a sender software program residing on a computer-readable medium at a network 
node, the^ender software program generating a probe data packet to be sent over the 
network, the probe data packet containing at least a send time of day (STOD) stamp, the 
sender software program fiirther transmitting the probe data packet to a respondent address in 
the network, knd 

a responder software program residing on a computer-readable medium at a network 
node, the respoikier software program receiving the probe data packet, placing therein at least 
a receive time of uay (RTOD) stamp, and echoing the probe data packet by transmitting the 
modified packet back to said sender software program, 

the sender Software program further determining a difference between the RTOD and 
the STOD, wherebA the determined difference represents data packet transmission timing 
through the network) 

12. (Original) The apparatus of claim 1 1 wherein the responder software program 
resides at the respondent network address. 

13. (Original) vThe apparatus of claim 1 1 wherein said responder software 
program resides at the sam« network address as does the sender software. 

14. (Original) ThA apparatus of claim 1 1 wherein the probe data packet when 
generated by said sender software program further contains a send sequence number for a 
present probe data packet representing the sequence in which plural ones of such probe data 
packets are sent, and wherein saia responder software program fiirther places in the received 
probe data packet a receive sequence number representing the last received probe data packet 
in sequence and wherein said sendeAsoftware program then further compares the send 
sequence number and the receive sequence number to determine whether the probe data 
packets were received by said responder in the order the probe data packets were sent by said 
sender and if not then records the resultiof such comparison as a data loss. 

15. (Original) The apparatus of claim 14 wherein plural ones of such probe data 
packets are generated and transmitted to tne respondent network address, wherein the 
responder software program calculates a variance among plural instances of such first 
differences as a measure of inter-packet jitte 
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1^. (Original) A method for measuring data packet jitter in an Internet protocol 
(IP) network, the method comprising: 

at Render network address generating to a first data packet Pa probe field including a 
send-time sxib-field, a receive-time sub-field and a delta-time sub-field; 

at the sender network address first placing in the send-time sub-field the send time of 
day (STOD) indication; 

from the \ender network address sending the data packet including the probe field; 

receiving me data packet including the probe field at a respondent network address; 

second placmg in the receive-time sub-field the receive time of day (RTOD) at the 
respondent network address; 

echoing the datta packet including the probe field back to the sender network address; 

saving the echoed data packet in a memory at the sender network address; 

repeating the gemerating, first placing, sending, receiving, second placing and echoing 
steps for a second data packet Pb; and 

calculating data packet jitter based upon the STOD and the RTOD sub-fields for first 
and second data packets P^and Pb. 

17. (Previously Presented) A method for measuring data packet loss in an Internet 
protocol (IP) network, the metnbd comprising: 

at a sender network addrefes generating a first data packet Pa probe field including a 
send-sequence-number sub-field; \ 

at the sender network addres\ first placing in the send-sequence-number sub-field a 
send sequence number representing aVelative send timing indicator for the first data packet 
Pa; \ 

from the sender network address \ending the data packet including the first data 
packet Pa probe field; \ 

receiving the data packet including tlae first data packet Pa probe field at a respondent 
network address; \ 

second placing in a receive-sequence-number sub-field a receive sequence number at 
the respondent network address, the receive sequetnce number representing a relative receive 
timing indicator for the first data packet Pa; \ 

echoing the data packet including the probe field back to the sender network address; 

saving the echoed data packet in a memory at me sender network address; and 
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comparing the send-sequence-number sub-field with the receive-sequence-number 
sub-field at the sender network address to measure data packet loss. 

18. \ (Original) For use in active-sampling measurement of network performance, 
an article of manufacture comprising a computer-readable medium containing a program, the 
program comprising: 

instructions for generating one or more performance probe data packets for 
transmission over the network, each performance probe data packet being dedicated to 
network performahce measurement, each probe data packet containing one or more defined 
timing and sequencing parameters including send time of day, receive time of day, send 
sequence number and receive sequence number; 

instructions for transmitting the one or more performance probe data packets over the 
network to a respondem address in accordance with a predefined protocol to which software 
residing at the respondent address is programmed to respond in a predefined way; and 

instructions for armlyzing a response from the software resident at the respondent 
address in accordance witlmhe predefined protocol with respect to the one or more defined 
timing and sequencing parameters to measure the performance of the network. 

19. (Original) The program of claim 18, wherein said instructions for generating, 
transmitting and analyzing form a part of dedicated performance assurance software residing 
at a given network node and whqrein the software residing at the respondent address modifies 
one or more of the defined timingVnd sequencing parameters within each received 
performance probe data packet in £^cordance with the predefined protocol and then echoes 
the received-and-modified performabce probe data packet back to the dedicated performance 
assurance software. \ 

20. (Original) The programVf claim 19, wherein the modifying of each received 
performance probe data packet in accordance with the predefined protocol and the echoing of 
the received-and-modified performance prVbe data packet are performed by dedicated 
performance assurance software residing at me respondent address. 



22. (Currently Amended) Th e prograrAof claim 21 which furth e r compris e s, for 
e xecution betw ee n said instructions for s e nding and\aid instructions for analyzing. An article 
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of manufacture comprising a computer-readable medium containing a program, the program 
comprising: 

\ instructions for generating a timing probe data packet to be sent over the network, the 
timing probe data packet containing at least a send time of day (TOD) stamp for a sender of 
the timing^probe data packet: 

instmctions for sending the timing probe data packet over the network from the 
sender to theVeceiver: 

instructions for analyzing the timing probe data packet contents including at the send 
TOD stamp as aVerformance measure of the network; 

instruction^ executed at the receiver for writing data into the timing probe data packet, 
the written data incmding at least a receive TOD stamp, and 

instructions fat echoing the timing probe data packet by the receiver thereof, wherein 
the sender of the timin^robe data packet performs said analyzing based upon the send TOD 
stamp and the receive TOD stamp, 

23. (Original) TBe program of claim 22 wherein said instructions for generating 
are executed in such manner tHat the timing probe data packet further contains a send 
sequence stamp, wherein said instructions for writing are executed in such manner that the 
data written into the timing probeVata packet at the receiver further includes a receive 
sequence stamp, and wherein said instructions for analyzing are executed in such manner that 
the analyzing is based further upon tKe send sequence stamp and the receive sequence stamp. 

24. (Original) Service assursmce agent apparatus for measuring data packet 
transmission timing characteristics through an Internet protocol (IP) network, the apparatus 
comprising: \ 

a sender generating a probe data packfet to be sent over the network, the probe data 
packet containing at least a send time of day (SffOD) stamp, said sender further transmitting 
the probe data packet to a respondent address in\he network, and 

a responder at a respondent address in the network, said responder receiving the probe 
data packet, placing therein at least a receive time oY day (RTOD) stamp to produce a 
modified probe data packet, and echoing the modifieckprobe data packet by transmitting the 
modified probe data packet back to said sender, \ 
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^aid sender fixrther determining a difference between the RTOD stamp and the STOD 
stamp, whereby the determined difference represents data packet transmission through the 
network. 

25. \ (Original) The apparatus of claim 24 wherein the probe data packet when 
generated by said sender further contains a send sequence nimiber for the present probe data 
packet representiW the sequence in which plural ones of such probe data packets are sent, 
and where said resppnder further places in the received probe data packet a receive sequence 
number representingVhe last received probe data packet in sequence to produce the modified 
probe data packet and wherein said sender further compares the send sequence number and 
the receive sequence number to determine whether the probe data packets were received by 
said responder in sequence^and if not then records the result of such comparison as a data 
loss. 

26. (Original) The apparatus of claim 25 wherein plural ones of such probe data 
packets are generated and transmitted to the respondent network address and received, 
modified and echoed by said respWder, wherein said sender calculates plural instances of 
such differences and wherein said sender further calculates a variance among such plural 
instances of such differences as a measure of inter-packet jitter. 

27. (Original) The apparatijs of claim 25 wherein said sender includes one or 
more comparators for performing such ppmparison. 

28. (Original) The apparatus oV claim 25 wherein said sender includes at least one 
subtractor for determining such difference apd at least one comparator for performing such 
comparison. 

29. (Original) The apparatus of clami 24 wherein said sender includes one or 
more subtracters for determining such difference. 

30. (Currently Amended) A method o^neasuring network performance 
comprising: 

r e c e iving at a giv e n n e twork addr e ss on e or mWe p e rformanc e prob e data packets 
transmitt e d from a s e nd e r node address in th e n e twork, \ t ach performanc e prob e data packet 
b e ing dedicat e d to n e twork performanc e m e asur e m e nt an^ e ach p e rformanc e prob e data 
packet having a d e fin e d r e c e iv e time of day (RTOD) fi e ld ther e in; 
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in accordanc e with a pr e d e fin e d protocol modifying e ach p e rformanc e prob e data 
pack e t by placing in th e defin e d RTOD fi e ld th e r e of th e r e c e iv e tim e of day of th e 
corr e sponding p e rformanc e prob e data pack e t to produce on e or mor e modifi e d performanc e 
prob e data pack e ts; and 

e choing e ach modifi e d p e rformanc e prob e data pack e t back to th e s e nd e r nod e 
addr e ss in th e n e twork. 

generating probe packets including send sequence numbers identifying a transmit 
order for transmitting the probe packets; 
transmitting the probe packets to a receiving address; 

receiving back at least some of the multiple probe packets that include receive 

sequence numbers identifying a receive order that the probe packets were received at the 
receiving address; and 

comparing the send sequence numbers with the receive sequence numbers to measure 

packet loss . 

3 1 . (Currently Amended) Th e m e thod of claim 30 A method of measuring 
network performance comprising: 

receiving at a given network address one or more performance probe data packets 
transmitted from a sender node address in the network, each performance probe data packet 
being dedicated to network performance measurement and each performance probe data 
packet having a defined receive time of day fRTOD) field therein; 

in accordance with a predefined protocol modifying each performance probe data 
packet by placing in the defined RTOD field thereof the receive time of day of the 
corresponding performance probe data packet to produce one or more modified performance 
probe data packets; 

echoing each modified performance probe data packet back to the sender node 
address in the network, in which each performance probe data packet fiirther has a defined 
delta time field therein, wherein said modifying is performed by further placing in the defined 
delta time field data substantially representative of an amount of time elapsed while 
performing said modifying and said echoing of the corresponding performance probe data 
packet. 

32. (Currently Amended) The method of claim ^ 31 in which each performance 
probe data packet further has a defined receive sequence stamp field therein, wherein said 
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modifymg is performed by further placing in the defined receive sequence stamp field a 
receive sequence stamp representing the order in which each performance probe data packet 
is receivecl at the given network. 

33. \ (New) A network processing device, comprising: 

a processor transmitting one or more packets to a respondent address, the packets each 
including a sendVime associated with when the packets were sent; 

the processor receiving packets back from the respondent address that include a 
receive time of dayVssociated with when the packets were received at the respondent 
address; and 

the processor rkeasuring network performance by comparing the send time with the 
receive time in the receWed packets. 

34. (New) Th^etwork processing device according to claim 33 wherein the 
processor receives a delta tune stamp in the received packets identifying an amount of time 
required at the respondent adcires^^to process the packets, the processor measuring the 
network performance according: to^he send time, receive time and the delta time stamp. 

35. (New) The qetwol^jprocessing device according of claim 33 wherein the 
processor calculates a first difference^ between the send time and the receive time for a first 
one of the packets, calculates a secona\difference between the send time and the receive time 
for a second one of the packets, and calculates a difference between the first and second 
calculated differences as an inter-packet jitter performance. 

36. (New) A network processing olevice according to claim 33 wherein the 
processor generates packets including send sequence numbers identifying a transmit order for 
transmitting the multiple probe packets and receives back at least some of the packets that 
include receive sequence numbers identifying a receive order that the packets were received 
at the respondent address, the processor comparing \jie send sequence numbers with the 
receive sequence numbers to measure packet loss. 

37. (New) A system of measuring network pK^ormance comprising: 
means for generating one or more performance jjr^e data packets that each include a 

send time of day; 
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means for transmitting the one or more performance probe data packets to a 
respondenkaddress; 

meante for receiving performance probe data packets back from the respondent 
address that include a receive time of day indicating when the probe data packets were 
received at the rJ^spondent address; and 

means forVneasuring network performance by comparing the send time of day with 
the receive time omay in the received performance probe data packets. 

38. (New)\ The system of claim 37 including: 

means for receWing a delta time stamp representing an amount of time required by a 
network processing device associated with the respondent address to echo back the 
performance probe data Jbackets; and 

means for measuriVig the network performance according to the send time of day, 
receive time of day and thd delta time stamp. 



39. (New) The systero^f claim 37 including: 

means for calculatingVa first\ifference between the send time of day and the receive 
ime of day for a firstsone of tke performance probe data packets; 

means for calcumtift£a\second difference between the send time of day and the 
receive time of day for a secona one of the performance probe data packets; and 

means for calculating theVdifference between the first and second calculated 
differences as an inter-packet jittei performance measure of the network. 



40. (New) The system according to claim 37 including: 

means for generating packets including send sequence numbers identifying a transmit 
order for transmitting the multiple probe packets; 

means for receiving back at least Vome of the packets that include receive sequence 
numbers identifying a receive order that th^e packets were received at the receiving address; 
and 

means for comparing the send sequerAje numbers with the receive sequence numbers 
to measure packet loss. 



41 . (New) A network processing devicey comprising: 
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aWocessor configured to generate packets including send sequence numbers 
identifying a transmit order for transmitting the multiple probe packets and further configured 
to receive back at least some of the packets that include receive sequence numbers identifying 
a receive order\hat the packets were received at the receiving address, the processor 
configured to theV compare the send sequence numbers with the receive sequence numbers to 
determine packet Apss. 

42. (New\ A network processing device according to claim 41 wherein the 
processor is configurea to determine from the send and receive sequence numbers a number 
of packets lost on the wiay to a receiving address and a number of packets lost on the way 
back from the receiving address. 

43. (New) A/networRs^rocessing device according to claim 41 wherein the 
processor is configured \o transmit one orinore packets with a send time of day and receive 
packets back from the receivink addmgs that include a receive time of day of when the 
packets were received at the receding address; 

the processor further configured to measure network performance by comparing the 
send time of day with the receive tim£ of day in the received packets. 

44. (New) The network prooessing device according to claim 43 wherein the 
processor is configured to receive a delta\ime stamp in the received packets identifying an 
amount of time required at the receiving acmress to process the packets, the processor further 
configured to measure the network performaJ^ce according to the send time of day, receive 
time of day and the delta time stamp. 
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